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GDPR Compliant Swiss FADP Compliant EU Data Residency

1. Introduction

Exatoshi AG ("AIAgens", "we", "us", or "our"), a company incorporated under Swiss law with

registered office at Via Riva Paradiso 30, 6900 Paradiso, Switzerland, respects your privacy and is

committed to protecting your personal data.

This Privacy Policy explains how we collect, use, and safeguard your information when you use our

AI voice assistant services. It applies to all users of our platform, including business customers,

their employees, and end-users who interact with AI assistants powered by AIAgens.

Key Commitment: Your personal data is processed exclusively within the European Economic

Area (EEA) and Switzerland. We do not sell your personal data and do not use it to train AI

models.

2. Data Controller

Exatoshi AG

Via Riva Paradiso 30

6900 Paradiso, Switzerland

Data Protection Officer: dpo@aiagens.ch

3. Data We Collect

3.1 Account Information

When you create an account, we collect: name, email address, phone number, company name,

billing address, and payment information (processed by Stripe).

3.2 Usage Data

We collect information about how you use our services: conversation logs, interaction patterns,

feature usage, and analytics data.
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3.3 Voice Data

When users interact with AI assistants, we process voice recordings for speech-to-text conversion

and AI response generation. Voice recordings are stored temporarily (30 days by default,

configurable).

3.4 Technical Data

We automatically collect: IP addresses, browser type, device information, operating system, and

cookies for session management and security.

4. Data Processing Overview

Data Category Purpose Legal Basis (GDPR) Retention

Account Data Service provision,

authentication

Art. 6(1)(b) Contract Account + 3 years

Usage Data Service improvement,

analytics

Art. 6(1)(f) Legitimate

Interest

13 months

Voice Data AI assistant functionality Art. 6(1)(b) Contract 30 days (configurable)

Technical Data Security, fraud prevention Art. 6(1)(f) Legitimate

Interest

90 days

Payment Data Transaction processing Art. 6(1)(b) Contract 10 years (legal

requirement)

Conversation

Logs

Quality assurance, support Art. 6(1)(f) Legitimate

Interest

90 days

5. How We Use Your Data

We use your personal data for the following purposes:

Service Delivery: Providing and maintaining our AI assistant services

Service Improvement: Improving service quality and user experience

Customer Support: Technical assistance and troubleshooting

Billing: Processing payments and managing subscriptions

Security: Preventing fraud and ensuring platform security

Legal Compliance: Meeting legal and regulatory obligations

Communication: Sending service updates and important notices

6. Data Sharing

We do not sell your personal data. We may share data with:

• 

• 

• 

• 

• 

• 

• 

AIAgens Privacy Policy | v2.0 | PUBLIC Page 2 of 5



6.1 Service Providers (Sub-processors)

Third parties who process data on our behalf, including:

Third-Party Voice AI Provider (EU): Voice AI processing (EU Data Residency)

LLM Provider: Large Language Model processing

Payment Processor: Payment processing

Google: Calendar integration

Infrastructure Hosting Provider: Infrastructure hosting (Germany)

The categories above describe every sub-processor we use. The complete list, naming each

company, is available on request under NDA: contact dpo@aiagens.ch. An overview is published at

https://aiagens.ch/sub-processors

6.2 Legal Requirements

We may disclose data when required by law, court order, or to protect our legal rights.

7. Your Rights (GDPR Articles 15-22)

Under GDPR and Swiss FADP, you have the following rights:

Right Description GDPR Article

Access Obtain a copy of your personal data Art. 15

Rectification Correct inaccurate personal data Art. 16

Erasure Request deletion of your data ("right to be forgotten") Art. 17

Restriction Limit how we process your data Art. 18

Portability Receive your data in a portable format Art. 20

Object Object to processing based on legitimate interests Art. 21

Withdraw Consent Withdraw consent at any time Art. 7(3)

To exercise your rights, contact: dpo@aiagens.ch or use our online form at https://aiagens.ch/

privacy/request

8. Automated Decision Making

Important: Our AI assistants do not make automated decisions that produce legal effects on you.

Human oversight is always available, and you can request transfer to a human agent at any time.

Your personal data is NOT used to train AI models. Conversations remain private and are only used

for service delivery.

• 

• 

• 

• 

• 
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9. International Transfers

When personal data is transferred outside the EEA/Switzerland, we ensure appropriate safeguards:

EU Standard Contractual Clauses (SCCs) - Commission Decision 2021/914

EU-U.S. Data Privacy Framework - Where applicable

Supplementary measures - Encryption, access controls, audit logging

10. Security Measures

We implement industry-standard security measures:

Encryption: TLS 1.3 in transit, AES-256 at rest

Access Control: Role-based access control (RBAC)

Monitoring: 24/7 security monitoring and intrusion detection

Auditing: Immutable audit logs with 90-day retention

Incident Response: Documented procedures with 48-hour notification

11. Cookie Policy

We use the following types of cookies:

Essential: Authentication, security, basic functionality (cannot be disabled)

Preference: Language and regional settings

Analytics: Service usage analytics (can be disabled)

Detailed cookie information: https://aiagens.ch/cookies

12. Children's Privacy

Our service is not intended for children under 16. We do not knowingly collect data from children. If

we discover such data has been collected, we will delete it immediately.

13. Policy Changes

We may update this Privacy Policy periodically. Material changes will be notified via email or

platform notification at least 30 days before they take effect.

14. Contact Us

Data Protection Officer dpo@aiagens.ch

General Inquiries info@aiagens.ch

Rights Requests https://aiagens.ch/privacy/request

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 
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Postal Address Exatoshi AG, Via Riva Paradiso 30, 6900 Paradiso, Switzerland

15. Supervisory Authority

You have the right to lodge a complaint with a supervisory authority:

Switzerland: Federal Data Protection and Information Commissioner (FDPIC)

EU: Your national data protection authority

Document Control

Version: 2.0 | Effective Date: January 26, 2026 | Last Review: January 2026

Exatoshi AG | Via Riva Paradiso 30, 6900 Paradiso, Switzerland

Website: https://aiagens.ch | Email: info@aiagens.ch | DPO: dpo@aiagens.ch 

• 

• 
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